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$25 WoORTH OF SOFTWARE

You could spend hundredsof dollarsequippingyour computerwithan officesuite,system tools,backup
software,imagingsoftware,photoeditar,videceditarand so on. Or you couldspend lessthan$25 and get
dozensof qualityprograms.

What doyougetforyourmoney?Here'sa smallselectian:

Officesuite- OpenOfficel.0

Photoeditar The Gimp

Antivirus- AVG fromGrisoft

Videoeditar VirtualDub

Systemtools- MPower, PCMark, CleanDisk2002,4DiskCleanlite3. 0,EnZip3.00,Zone Alarm
Backupand Imaging- My Own Backup,RecovetMy FilesDriveImage5.0
DVD Player- FusionsofbVD Player

Photocopier Photocopierfromwww . nicocuppen.com

Drawing- Draw3D, ZonerDraw 3

Intemet MozillaIntemetExplorers.0SP1, FMReader

Email- IncrediMail PureVoice,UltraFunkPopcorm

Downloads—- FlashGet FreshDownload, DownloadExpress

Tweaking- FreshUT

Chat- Trillian

Spywareremoval- AdAware

WebCam - EasyFreeWebCam
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Let'dookata fewof them inmoredetail.

OpenOffice

ThisOpenSourceof ficesuiteli scomparabletoMicrosoftOfficeStandardand includesW riter (equivalento
Word) ,Calc (Excel)and Presentation (Powerpoint) Shortlythedeveloperswillreleaseversionl.1l,which
willincludean improved installatiaprogram, improved interface improvedMicrosoftfiltersPDF export,
MacromediaFlash (SWF) exportandotheri mprovements.

The Gimp
ThisphotoeditahasbeenportedfromLinuxand iscomparabletoPhotoShopand similampplicatians.

AVG
We 've been advocatingthisexcellentantivirussoftwareforsome timenow. Easy touse and withregular
updates thisutilitwillkeepyourcomputerfresof nastiesandnotcostyoua cent.

Photocopier
As itsname implies,thisutilitywilltumyour computer,scannerand printer,intoa usefulphotocopier.If
yourscannerdidn'tome withsimilasoftware thisiswhatyouneed.

MPower
Thisutilitwilldefragand clearup memory, somethingwhichWindows 9x doesn'do verywell.

DriveImage5.0

As soldfor$150, PowerQuest'®rivelmages . 0willclonedrivesand partitians Iftroublestrikesbootyour
computerfrom a floppyand rollbacktothemost recenti mage togetup and runningagaineasilyand a 1ot
morequicklythanreinstallingpverything.

RecoverMyFiles
Everdeletedfileshatyoumeanttokeep? Thaveand I'msuremany of youhave.Ifyouactquickly,theycan
be retrdeved Allyouneedisa utilitytikethisone.

Mozilla

Developedas an OpenSourcebrowserand formingthebasisof Netscape7, Mozillaisnow developinginto
an excellentbrowserinitsown right.Itincludespop-up killingdownloadmanager,a webpage composer,
news andemailreaders- infactallyouneedforyourIntemeactivities.

FMReader
Thiswillreadwebpagesoutloud!

IncrediMail
Ifyou'reone of thosepeoplewho liketo includegraphicsand fancybackgroundsinyouremail thisisthe
emailclientyouneed.Actuallyit'sn altemariva nterfaceforOutlookExpresswithseverainovel features.

Trillian
Ifyou'reintochattingon the IntemetgiveTrilliara try.Itcan connecttoallthemajorchatservicesusing
justtheone interface.

How do getthisfabulousbargain?Nip alongtoone of thebettemewsagentsand buy AustralianPersonal
ComputerAugust2003 and PC Utilitiedssue36.

KeyBoarp & Mousk

The Committechas decidedtoproducean issueof Keyboard& Mouse containingtheAnnualReportsand
distrdbura tattheAnnualGeneralMeetingon 26 August2003.Afterthat K & M willonlybe producedevery
few monthstocontaincostsand lightentheloadon theEditorWhileitisup totheincomingCommittesto
decide,theoutgoingone hasagreedon onlyfivecopiesperyearbeingprodued.

Lighteningthe loadon the Editorcould, of course,be more readilyachievedby more contributions There
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mustbe someone intheGroupwho usesWord, forexample,and couldexplainitsnuancestotherestofus.Be
a changefrombeingtoldaboutthewondersof OpenOf ficeand StarOfficewouldn'tit?

COMMITTEE NOMINATIONS

Justa reminderthatnominationscloseon 16 August2003.At thetime of writing, T am awareof only five
nominationsbeingreceived,withno nominationsyet forPresident,VicePresidentor Secretary.So, ifyou
want theGroup tocontinue,it'sime foryou toact Ringaroundyour fellowmembersand formermembers
and findsomeonewho iswillingtoputa littlecime intorunningtheAssociationNominatethem, get their
signatureon theform, getsomeone tosecondthenominaticnand gettheform intotheCommittedoy thel6™.
Do imow!

RUuLES OF THE ASSOCIATION

The finaldraftisnow readytogo totheAGM forconsideraticnHopefullywe'vetidiedup suchmattersas
charginga proratamembershipfeeduringtheyearand otherobscurepartsof theRules.The motionputto
theAGM willrescindallexistincdRulesand amendmentsand replacethem withthedraft Ifyouhaven'tread
it dtisavailableon thewebsiteathttp://hobartpooroup. arg.au

WoRLD'S MOST AFFORDABLE COMPUTER?

Lindows.com claimsthattheKooBox istheworld'snostaffordablecomputerThe folksatLindows.com say
ithaseverythingyou need todo allyourcomputingforone superlow price,includingcomputer,L,CD flat-
panelmonitar,speakers keyboard,mouse,CD playernetworkcard,modem, virusprotectimweb filtering,
ISP, and applicationsSellingpt $USD449 (about$760 AustraliarafterGST) , itfeatiwesa 20 GB harddisk
drive AMD 1.2GHz DuronCPU, 256MB of SDRAM anda 14.linchflapanelscreen.

The operatirgsystem isthe Lindows0S versionof Linux and the softwaresuppliedincludesOpenOffice,
Lindows IntemetSuite (Mozilla) perscnalaccountingsoftware, The Gimp photo editar,AcrobatReader,
RealOne,Flashetc.The “virusprotectiar’isa threemonthtriabfLindows VirusSafe (theGerman Antivir) .

Not exactlystateof theart buta nicelittlentryl evelcomputemonetheless.

How didthemakers,MicroTron2000, achievesucha low price?Two ways. Firstlytheyused superseded
components- Duron 1.2GHz CPU, motherboardtosuit,SDRAM, 20 GB harddiskdriveand 14 inchflat
panel screen. Secondly, they didn'tpay the “Microsofttax” . They used Lindows0S and freeOpenSource
software.

How To RECOGNISE A HOAX

Recentlyoneof ourmemberssentme anemailpurporting-owarnabouta new virusHere'stherelevanttext:

>>A virushasbeenpassedtome .My addressbookwas infectedSinceyouareinmy addressoook,
>>youwillprobablyfinditinyourcomputer,too.

>>

>>The virus(calledjdbg.exe)isnotdetectedy NortonorMc Afee Antivirussystems.The virussits
>>quietlyforl4 daysbeforedamagingthesystem. Itissentautomaticallpy "messenger'andby
>>addressbook, whetherornotyou sente-mailtoyourcontacts.

>>

>>Hereishow tocheckforthevirusandhow togetridof it Pleasedo this!

>>

>>1.Go toStartfhenclickyourfindorsearchoption.

V V.V V V V V V V V
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>>2. Inthefolderoption,typethename. . jdgbmgr.exe

>>3.Be suretosearchyourC driveandallthesubfoldersand anyotherdriveyoumay have.

>>4 . ClickFindNow

>>5. The virushasteddybeariconwiththename jdgbmgr.exeDo notopenit!

>>6.Go toEdit(onthemenu bar)andchooseSelectAlltohighlightthefilewithoutopeningit.
>>7.Now go toFile(onthemenu bar)and selectdelete Itwillthengo totherecycléoin. Ifyou find
>>thevirusyyoumustcontactallthepeopleinyouraddressbook so thattheymay eradicatethevirus
>>from theitown addressbooks.

>>

>>To do this:

V V.V V V V V V V V

>>1 Openanew emailmessage.

>>2. ClicktheiconAddressBook nextto 'To'
>>3.Highlighteveryname andaddto"BCC"
>>4 . Copy thisnessageandpastetoemail
>>5.Sendemail

V V. V V V

Tttookme allof20 secondstodismissthisasa hoax.Why?

1. The emailwas similartrothesulfnbk.exenesthatcirculateda whileback.

. Addressbooksdon'tgetvirusinfectians.

3. Norton,McAfee and otherantivirusproductsexamine the contertsof all .exe fileson your
computerwhen you do a fullcheck.Iftheydo not reporta fileas infected (andyou have kept
yourantivirusup-todata ,thenitisbecausethefilel snotvirusinfedted.

4. What istheprobabilitythatan anonymous emailwritercan detectsomethingthathundredsof
expertsworkingaroundtheclockcannotfind?

5. The instructionsattempttogetyou todeletetheentirecontentsof yourWindows/Systemfolder
on thepretextof showingyouhow todeletejdgbmgr.exe (Selectall????)

6. jdbgmgr.exesoundedsuspicicuslylikea legitimatsjavafile.

7. Ifyoucouldeliminatethevirusby simplydeletingg (named) fileNortonetalcoulddo likewise.
They deleteor quarantinevorms and trojansallthetime.

8. Allhoaxesrelyon you sendingtheemailon toeveryoneyou know, asmany peopleaspossible,
everybody in your addressbook etc.As has been discussedat meetingsand included in the
newslettefrom timetotime, thebestthingtodo withemailsthatrequestyou sendthemon toall
yourfriendsi stosendthem tono-one.

N

I thentooka coupleof minutestosearchforinfarmaticron jdgbmgr. exs somethingwhichyou shouldalways
do when warnedabouta new virus Afterall theremay be anupdateor fixprogram thatyou shoulddownload
todealwithit ifitreallyexistsThe followingURL gaveme thecompletestory:

http: //sscurityresoonse . symantec. com/aveenter/venc/data/jdoomar. exe. file.hoax. himil

One interestingfactI leamed from thissiteisthatthe genuineJdava filehas a Teddy Bear icon, but the
Bugbearworm, whichsometimestakesadvantageof thishoaxdoesnot.jdbgmgr.exacanbe infectedby other
viruses,as can any .exefilebut relyon up-todateantivirussoftwareand/ora specificfixprogram from a
reputableantivirussoftwareproducerto cleanitup. Don'tgo deletingfilesat thebehestof some unknown
emailwriteranddon'tgo forwardingwarningemailstoalland sundry.

SYMANTEC SPAMS?

Of late I havebeenreceivingimmumerablespam messagesofferingne SymantecproductsespecialliNorton
AntivirusSo IwenttoSymantec'sitevitha view tocomplainingandaskingthem todo somethinggboutit I
found, tomy greatpleasure,thattheyalreadyhad setabout dealingwith thirdpartiesvho sendout spam
offering Symantec products. They ask anyone who receives such mail to report them to
spamwatch@symantec.comand promisetoacton reports.

Thank you fortakingthetimetoalertus abouttheSPAM (unsolicitede-mail)you received.Please
be advisedthatthe e-mail you forwarded tous isnot affiliatadwith Symantecor any approved
Symantecpartnerand hasbeen sentwithoutSymantec'sknowledgeor consent Thise-mailmay very
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wellbe offeringrounterfeiand/orpiratedsoftwareormay be a creditcardscam. . ..

Inresponsetothesee-mailsand theorganizations/individualdehindthem, Symantechas developed
a task force to investigatethe e-mailsand put a stop to theirproliferatian includinginitiating
criminaland civiBctionas appropriateiWe askyou foryourassistanceinhelpingus puta stopto
this practice by continuing to forward any similar emails to our task force at
SpamWatch@symantec.com, so thatwe can investigatewho issendingthee-mailsand attemptto
stopthem. We relyon reportsfrom individualssuchas you, employeesand contactsthroughoutthe
hitechindustryaboutSPAMs suchas this.

Inshort theimdviceis“Don'tbuy or respondtothesespams, reportthem tous sowe canacton them. ”

BrasTtine XP

Lovsan,MBlast orBlasterit'shesame nastyand, ifyouuseXP youneedtogeta patchfromMicrosoftasa
matterofurgency Usersof NT4 andWindows 2000 shouldalsopatchtheirsystems.

To checkwhetheryou arealreadyinfecteduseW indows Search (ontheStartmenu) and look formsblast.exe
intheWindows System32 folderIfyou findit,you areinfectedand, ifusingX P, may notbe abletostayon
theIntemet]l ocngenough toobtainthepatchand thecleanupprograms thatareavailablefrom majorantivirus
vendors.IfusingNT4 or2000, thenyou arespreadingthe infectioni fyou havemsblast.exeon your system.
Uses of 95, 98, 98SE, ME, or Linux arenot affectedby thisworm whichexploitsa vulnerabilityin the
WindowsNT series.

Here'Microsoft'SecuritfResponseTeam hastosay':

PSS SecuritjResponseTeam Alert-New Worm: W3 2.Blaster.worm

SEVERITY: CRITICAL
DATE: Augustll,2003

PRODUCTS AFFECTED:

WindowsXP, Windows 2000,Windows Server2003,WindowsNT 4.0,NT 4.0TerminalServicesdition

WHAT ISIT?

The MicrosoftProductSupportServicesSecurityTeam isissuingthisalerttoinformcustomersabouta new
worm named W32.Blaster.Worm which is spreading in the wild. This virus is also known as:
W32/Lovsan.worm (McAfee), WORM_MSBLAST.A (Trendmicro), Win32.Posa.Worm (Computer
Associates) Best practices,such as applyingsecuritypatchMS03-026 shouldpreventinfectionfrom this
worm.

CustomersthathavepreviouslyappliedthesecuritypatchM S 0 3-026 beforetodayareprotectechndno further
actionisrequired.

IMPACT OF ATTACK:

Spread through open RPC ports. Customer's machine gets rebooted or the file "mblast.exe" [or
“msblast.exe’ lexistson customer'system.

TECHNICAL DETATILS:

Thisworm scansa random IP rangetolock forvulnerablesystemson TCP port135.The worm attemptsto
exploittheDCOM RPC vulnerabilitpatchedoyMS03-026.
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Once theExploitcode issenttoa system, itdownloadsand executesthefileMSBLAST.EXE froma remote
system via TFTP. Once run, the worm Creates the registy  key:
HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrertVersial\Run "windows auto update"
= msblast.exel justwanttosayLOVE YOU SAN! ! bill[A secondmessagetauntingMicrosoftChairmanBill
Gatesstateg'billygateswhy do youmake thigpossible?Stopmakingmoney and fixyoursoftware! ']

Symptoms of thevirus:Some customersnay notnoticeany symptomsatallA typicalsymptom isthesystem
isrebootineveryfewminuteswithoutuserinput Customersmay alsosee:

PresenceofunusualTFTP* files
Presenceof thefilansblast.exeintheWINDOWS SYSTEM32 directary

To detectthisvirus,searchformsblast.exeintheWINDOWS SYSTEM32 directaryor downloadthelatest
antivirussoftwaresignatirefrom yourantivirusvendorand scanyourmachine.

For additiamldetailson thisworm from antivirussoftwarevendorsparticipatingin the MicrosoftVirus
InfarmatiaRlliance (VIA) pleasevisitthefollowinglinks:

NetworkAssociates:

svirus k=100547

TrendMicro:

http://www . trendmi cro.com/vinfo/vd o/default5.asp?VName=WORM_MSBLAST.A
Symantec:

http: i 5 tec. com/avoenter/venc w32 .blaster. worm. html
ComputerAssociates:

http://www3 . ca.com/virusinfo/virus. ?TD=36265

Formore informatiomon Microsoft’ &7irusInformatiorAlliancepleasevisitthislink:
http://www . microsoft.com/technet/security/virusAda.asp

PleasecontactyourAntivirus/endorforadditicadetaileon thissirus.

PREVENTION:

Turnon IntemefConnectiaFirewall(WindowsXP orWindows Server2003) orusea thirdartyfirewallto
blockTCP portsl35,139,445and593;alsoUDP 69 (TFTP) andTCP 4444 forremotecommand shellTo
enabletheIntemetConnecticnFirewallinW i ndows :http://sugport . microsoft.com/?id=283673

In Control Panel, doubleelick Networking and IntemetConnections, and then click Network
Connectians.

Rightelicktheconnectiaon whichyouwouldliketoenablel CF, and thenclickProperties.

On theAdvancedtab,clickthebox toselecttheoptiontoProtectmy computerornetwork.

Thisworm utilizesa previcuslyannounced vulnerabilityas partof itsinfectionmethod. Because of this,
customersmust ensure thattheircomputersarepatched forthe vulnerabilitythatisidentifieinMicrosoft
SecurityBulletinMS03-026. http://www. microsoft.co SSebial in/MS03026. Installthe
patchMS 03-026 fromWindows Updatehttp://windowsupdate. microsoft.com

As always,pleasemake suretousethelatesAintiVirusdetectianfrom yourAntivVirusvendortodetectmew
virusesand theiwariants.

RECOVERY:
Securitybestpracticessuggestthatprevicuslycompromisedmachinesbe wipedand rebuilttoeliminateany

undiscoveredexploitshatcan leadtoa futurecompromise.See CertAdvisory:StepsforRecoveringfroma
UNIX orNT SystemCompromisehttp://www.cert.ag/tech tips/wirINIX-system compromise.html
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Foradditicnalinformatiaon recoveringfrom thisattackpleasecontactyourpreferrecantivirusvendor.

RELATED MICROSOFT SECURITY BULLETINS:

http://www. microsoft.co SSebia in/MS03026.

Some antivirusvendorshave cleamupprograms availableHave a friendwho isusingWindows 9x or Linux
downloadthepatchand clearupprogramand thenfollowMicrosoft'd oryourantivirusrendor' sfinstructians.

Pencuins AT Disney

Lastyearwhen Disney'sani mationunitannouncedthatitwas doingitsanimationon a Linuxbased system,
therewas speculatimthatAdobe'sproductswould finallybe portedto Linux. However, that isnot what
happened.

Instead Walt Disney Co. teamed with two unnamed animation companies to develop a version of
CodeWeavers CrossOver thatwould run the Adobe productson Linux.Considerationwas given to dual
bootingand VM Ware, but performanceand supportissuesand theneed tobuy Windows'licencesled the
team togo withtheCode WeaversWine-basedsolution.

Development cost lessthan $USD15, 000, comparedwith SUSD50, 000 forWindows licencesand another
estimatedsUSD40, 000 forsupport.

Disney'sforayintolinuxbeganin2000 and , by 2002, digitalani matianhad been standardisedon Hewlett-
Packardmachinesrunninglinux.However, therewas no way torunAdobe Photoshopforthe200 animators
thatuseiton a regulartbasisAdobe declinedroportittoLinuxand so theideaof fundingthedevelopmentof
CodeWeaversCrossOvertorunitwas conceived.

A Disney spokesman describesthe successfuldevel gpmentof CrossOverasa “winwin” situationwhereby
theOpenSourcecommunitygot theproductand Disneygot what theywantedcheaperthantheycouldhave
done itthemselves.

Expertssaytheuseof Wine by a corporatiansuchasDisneytosolvea technologyproblemgiveslegitimacy
totheideaof runningl inuxon thedesktop.

Buy Buy

ExternalZip 100 parallelportdrivewith three100 MB Zip disks.Ideal formoving data from one
computertoanother Simplyattacht otheprintemportand runthesoftwaretoinstallPriceasked:$100.

ContactNeilHutton
Phone:624866950r 0400001701

36x and 40x CD-ROM drives (one of each) .These are reascnablynew and wouldmake a good
substituteforan ol derslowerdrivel fyou' rerenovatinggn oldcomputer Priceasked:$20 eachono

Contact:CharlesHunt
Phone:6244 6943
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